Higher Computing Studies
Computer Networking  1
Answer all questions as carefully as you can.

Always write in sentences and use your homework jotter.
1
Briefly state what is meant by a computer network. What does the term topology refer to in this context ?

2

2
What are the ideal goals a network designer should aim for ?

2

3
Compare and contrast a star topology with a ring topology in terms of the potential effects of:


(i)  a single node failure


(ii) a single channel failure.

4

4
Discuss the relative advantages of a star topology over another topology of your own choosing.

2

5
How is the integrity of a ring network maintained when a node fails ?

1

6
Define the term Local Area Network. Which topologies are most usually associated with LANs ?

2

7
What are the characteristics of a LAN ?

2

8
List the potential benefits and pitfalls of using a LAN.

2

9
Expand the acronym CSMA/CD. How does CSMA/CD substantially reduce the chance of simultaneous transmissions and collisions ?

2

10
Distinguish between the CSMA/CD “Listen Before Talking” and the “Listen While Talking” strategies.

2

11
How may stations be added to an Ethernet LAN ?

1

12
How can Ethernet LANs be extended ?

1

13
What type of applications are unsuitable for Ethernet and other bus topologies? Give a reason for your answer.

2

14
What is meant by the term frame or packet with respect to Ethernet ?

1

15
What is the purpose of the padding in an Ethernet frame ? 

1
Total = 27
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Computer Networking 2

Answer all questions as carefully as you can.

Always write in sentences and use your homework jotter.
The school has a number of stand-alone computers set up in the Open Learning Centre.   It has been suggested that this should be changed into a peer-to-peer network.

1
Give two advantages of networking the computers.

2

2
Give two concerns that the school’s IT Manager might have in relation to the operation of the network.

2


The Principal Teacher of Computing has suggested that the computers be connected to his client/server  network.
3 List three differences between a peer-to-peer network and a client/server network.

4 The server must use a network operating system.  What additional features must a network operating system have over the operating system on a stand alone computer?
5 Describe three different forms of cabling which could be used for the installation.


3


The IT Manager decides to go ahead with the Principal Teacher’s suggestion, but finds that the length of cable required to connect the Open Learning Centre to the file server is greater than the maximum length recommended.  To overcome this, he decides to connect the six computers to a hub, half way between the two points.  
6
What is the purpose of the hub in this instance?
7
What other hardware device could have been used instead of a hub.  Explain your answer.

2


The Computing Department’s network is an example of a star topology, as opposed to the Business Studies Department’s bus topology.

8
Give one advantage and one disadvantage of a star topology over a bus topology.

2
Total = 17
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Answer all questions as carefully as you can.

Always write in sentences and use your homework jotter.
1
What is a local area network?

1

2
Give two examples of situations where you might find a local area network.

2

3
What functions are likely to be served by a local area network?

2

4
What hardware is required for a local area network?

2

5
Many LANs will use a “client server” arrangement.  Describe the differences between the client and the server.

2

6
Describe three different forms of cabling often used in LANs.

3

7
What is the purpose of a repeater?

1

8
What is a hub?

1

9
Describe, using diagrams, three network topologies.

3

10
What functions must a network operating system have that are not required in a stand alone system?

2

11
What is the purpose of Ethernet?

1

12
Describe how file sharing can be achieved in a LAN.

1

13
What is meant by bandwidth and how does this affect the performance of a network?

2

14
What security measures are required in a LAN?

2

15
What is meant by a communications protocol?

1

Total = 26
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Answer all questions as carefully as you can.

Always write in sentences and use your homework jotter.
1. Name and describe a method of addressing which is used in a local area network.

2

2. Name and describe a method of addressing which is used in a wide area network.

2

3. What is data encryption?

1

4. Describe the function of each of the following protocols:

a. PPP

b. SMTP

c. HTTP

d. POP3

e. FTP

5

5. What is the purpose of remote log-in?

1

6. Describe the function of each of the following data standards:

a. RTF

b. MPEG

c. JPEG

d. HTML

4

7. Describe the standard format of an e-mail address.

2

8. Explain why computer networks are said by some to cause social isolation of an individual.

2

9. Describe how each of the following economic factors have influenced the development of computer networks.

a. cost of communications technology

b. access to expensive equipment

c. geographic spread of organisations.

3
Total = 22
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Answer all questions as carefully as you can.

Always write in sentences and use your homework jotter.
1. Select five rules of network etiquette and write a short note on why you think each is needed.

10

2. Describe the advantage associated with each of the following network tasks:

a. sending e-mail

b. accessing the WWW

c. file transfer

d. printer sharing

4

3. Describe an application of each of the following:

a. local area network

b. intranet

c. wide area network

d. Internet

4

4. Explain why computer networks are said by some to invade the privacy of an individual.

2

5. Give a specific example of a development resulting from each of the following technical factors:

a. adoption of Internet technology

b. adoption of international standards

c. development of communication strategy

3

6. Draw a diagram of the topology of the school local area network.

2

7. Describe the characteristics of the school local area network in terms of the following:

a. hardware

b. software

c. communications

d. functionality

e. security

5
Total = 30
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Homework Solutions (1)
These are sample solutions which exemplify the sort of answer expected.  Other answers may be acceptable.  Do not use these solutions to replace your existing notes, rather use them to ensure you understand what is expected for particular questions when they appear in unit or course assessment.  

	1
	A network is at least two computers connected together to allow communications and sharing of data and expensive peripherals.
	1

	
	The topology is the layout of the network, for example: star, bus or tree topologies describe three ways of connecting computers in a network.
	1

	
	
	

	2.
	The ideal goals of a network designer are to provide the user with:

· error-free

· minimal delay

· low-cost
	2

	
	
	

	3.
	i.
	A node is a hardware device which is required to allow communications between a network station and the server.  If a node fails then that station cannot communicate with the server.  In a star topology this will mean that that station is isolated unless the node is the central one (normally called a hub).  In this case the whole network is “down”.  In a ring network a node failure could mean that the whole network is down unless the device has a way of isolating that ring to allow data to bypass it on its journey to the next node.
	2

	
	
	
	

	
	ii.
	A channel (or link) is the physical connection between links.  If a channel fails in a star network then only the node beyond that channel fails.  In a ring network a channel failure will result in a complete network failure as the data cannot pass by any other route.
	2

	
	
	

	4.
	If a bus topology is used as the alternative then you would probably compare the two topologies in terms of node and link failures (see above).  You would also talk about the cost of installation in that the star topology requires extra hardware components, etc.
	2

	
	
	

	5.
	When a node fails in a ring topology integrity is maintained by providing a fail safe device which bypasses that node.
	1

	
	
	

	6.
	A Local Area Network is one which is contained within an area such as a building or office.  The most common topologies are star and bus.
	2

	
	
	

	7.
	The characteristics of a LAN are 

· completely on one site

· high bit rates for data transfer

· low transmission error rates

· owned and for the use of a single organisation
	2

	
	
	

	8.
	The potential benefits :

· resource sharing

· high reliability

· modularity

· system evolution

· conectivity
	The pitfalls:

· loss of central control

· creeping escalation

· data integrity

· security / privacy
	2

	
	
	

	9.
	CSMA/CD stands for Carrier Sense, Multiple Access with Collision Detection.  Only one transmission on the network at a time.  The Carrier Sense listens for carrier and if present it does not transmit.  Collision Detection listens while talking to allow for the retransmission of data.
	2

	
	
	

	10.
	Listen before talking – listen for traffic on the network.  Do not attempt to send data if the carrier is sensed (i.e the network is busy).

Listen while talking – it is possible for two stations to transmit at exactly the same time.  This will cause a corruption of data.  All stations listen for this data corruption and abandon if it occurs.
	2

	
	
	

	11.
	There is no logical limit to the size of an Ethernet LAN.
	1

	
	
	

	12.
	Repeaters can be used to extend LANs and bridges can be used to join LAN segments.
	1

	
	
	

	13.
	Applications with a time constraint such as controlling industrial machinery are unsuitable as CSMA/CD does not guarantee servicing a request quickly enough. 
	2

	
	
	

	14.
	A frame or packet is the data transmitted by a station.
	1

	
	
	

	15.
	The data transmitted in a frame MUST be greater than a minimum quantity.  If the data is shorter then dummy data ( padding ) is added.
	1
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Homework Solutions (2)
These are sample solutions which exemplify the sort of answer expected.  Other answers may be acceptable.  Do not use these solutions to replace your existing notes, rather use them to ensure you understand what is expected for particular questions when they appear in unit or course assessment.  

	1
	· Files stored on one computer can be accessed from another.

· Shared use of “expensive” resources such as laser printers.


	2

	2.
	Any two of:

· Despite allocation of usernames and passwords, files are not wholly secure.

· Users can suffer from problems where one or more of the computers in the network is switched off.

· Backing up all shared files may not be possible from any one computer.


	2

	3.
	Three differences:

· In a client/server network not all the stations have equal status, unlike peer-to-peer.  A station is either a server or a client.

· Client/server network offers greater level of security due to a sophisticated system of usernames, passwords and access rights.

· All files tend to be stored centrally on a server making backups more manageable.

· 
	3

	4.
	Additional features of a network OS:

· Data routing

· security


	2

	5.
	Three forms of network cabling:

· twisted pair – two copper wires covered in PVC and twisted

· coaxial – a copper wire surrounded by PVC and an outer sheath of copper.  This reduces the effects of electrical interference.

· Fibre optic – a thin glass fibre which transmits a digital signal converted from electrical impulses.  


	3

	6.
	The hub acts as a router for the data between all the computers.  By placing it in the middle of the network it removes the need for a repeater.


	1

	7.
	A repeater boosts the signal when data has to be transferred over a large distance.


	1

	8.
	Advantages

· The network will be unaffected where a station’s connection between the server/hub/switch is damaged.

· Speed of day-to-day operation is largely unaffected by the number of users.

· or any other suitable response.

Disadvantages
· Cost of cabling is expensive due to amount of cabling involved.

· Extra hardware required to connect stations, ie hubs/switches.

· or any other suitable response.
	2
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Homework Solutions (3)
These are sample solutions which exemplify the sort of answer expected.  Other answers may be acceptable.  Do not use these solutions to replace your existing notes, rather use them to ensure you understand what is expected for particular questions when they appear in unit or course assessment.  

	1
	A local area network is where two or more computers are connected together within a single site to allow the sharing of data, internal communications and expensive peripherals.
	1

	2.
	You may find a local area network in a huge variety of situations.  Examples include:

· lawyers office for sharing information on cases

· subscriptions department for cable TV for dealing with customer enquiries

· school office for pupil registration

· accounts department of a small haulage company

· etc, etc

(Any two)
	2

	3.
	The function which are likely to be served by a LAN include:

· internal communications

· data sharing, eg central database or Intranet

· sharing expensive peripherals such as printers

(any two)
	2

	4.
	The hardware required for a local area network will depend on the configuration.  If a peer to peer network is used then there is little hardware apart from network interface cards and the passive components such as cabling.  In a client server network there will also be active components such as hubs, switches, routers and bridges.  The number of these will depend on the complexity of the network.
	2

	5.
	The server is normally a more powerful computer which offers services to the client such as applications, data, printers etc.  They tend to have large capacity backing storage and will often use an uninterruptable power supply (UPS).  The client will normally be required to “log-on” to the server before the services become available.
	2

	6.
	Three different forms of cabling:

· twisted pair – two copper wires sheathed in PVC twisted together, this is cheap and allows reasonable data transfer rates where there is no electrical interference.

· Coaxial – a central core is surrounded by PVC and then an outer copper sheath.  This form of cabling is more expensive but cuts out a lot of electrical interference

· Fibre optic – a thin glass fibre allows light to bounce along its length.  This is fairly expensive for use in LANs but is extensively used in public telephone and cable networks.
	3

	7.
	When data is transferred over a large distance the signal begins to degrade as a result of electrical interference and resistance in the transmitting medium.  If data has to be transmitted over a large distance then a repeater is used to boost the signal strength before it degrades too much.
	1

	8.
	A hub is the central node in a star topology.  Data received on one port is retransmitted on all ports.
	1

	9.
	Three network topologies might include star, bus and ring
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	3

	10.
	A network OS must provide:

· Multi-user access

· Data integrity

· Encryption of data

· Etc

(any two)
	2

	11.
	The purpose of Ethernet is a standard way of transmitting data in a local area network.
	1

	12.
	File sharing can be achieved on a local area network by setting the access rights to a file in a common directory on the server.  The client will normally have to “log in” to ensure security.  If the file to be shared is in use by one client then it is normally not possible for another to alter the file, thus data integrity is ensured.
	1

	13.
	Bandwidth is a measurement of the amount of data which can be transmitted across a network.  It is normally referred to in bps (bits per second).  Typical examples will be 10Mbps and 100Mbps.  In a low bandwidth environment performance suffers as it is likely that collisions will occur more often so data will have to be retransmitted.
	2

	14.
	Typically a client will have to supply a unique user name and password to be able to use the resources of the network.  Clients can be assigned different levels of access rights.  For example a client may be allowed to view but not change files in a particular directory.
	2

	15.
	A communications protocol is a way of ensuring that data is transmitted round the network in a common format.  If this were not done then communications would not be possible.  This can be likened to the language we speak when communicating with others.  We must speak a language we can all understand.
	1
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Homework Solutions (4)
These are sample solutions which exemplify the sort of answer expected.  Other answers may be acceptable.  Do not use these solutions to replace your existing notes, rather use them to ensure you understand what is expected for particular questions when they appear in unit or course assessment.  

	1
	A typical form of addressing used in a LAN is the MAC address.  This is encoded in the Network Interface Card when it is manufactured.  Every MAC address is unique.


	2

	2.
	A method of addressing in a Wide Area Network is the IP address.  This is 4 bytes long and is set in software when a network connection is made.


	2

	3.
	Data encryption involves scrambling data when it is transmitted to reduce the possibility of unauthorised access.  Typically a “key” will be used to scramble and then unscramble the encoded data. One common example is PGP.


	2

	4. a.
	PPP stands for Point to Point Protocol.  This is a method of connecting a computer to the Internet.


	1

	b.
	SMTP is the Simple Mail Transfer Protocol and is used for sending email from one server to another.  It uses 7 bit ASCII and adds information to the start of the delivered message to indicate the path taken.


	1

	c.
	HTTP stands for the Hypertext Transfer Protocol.  This is the format used for transferring HTML pages from the server to a client browser.


	1

	d.
	POP3 is the Post Office Protocol and is a very widely used protocol for receiving email from a server.


	1

	e.
	ftp stands for file transfer protocol.  It is one method of transferring data files across a network.


	1

	5.
	Remote log-in allows a client to gain access to a Local Area Network from a site which is not part of the LAN.  This will normally involve the use of a modem to connect via the public telephone network.


	1

	6.a.
	RTF stands for rich text format.  It allows formatted text to be used by different software.  This formatting will include such things as bold and underline as well as paragraph formatting and page sizes.


	1

	b.
	MPEG stands for  Moving Picture Expert Group.  This is a group of digital video compression standards.


	1

	c.
	JPEG stands for Joint Photographic Expert Group.  This standard is a “lossy” compression technique for still images.


	1

	d.
	HTML stands for Hypertext Markup Language.  This adds tags to ASCII text which are interpreted by a WWW browser for formatting purposes.


	1

	7.
	An email address is made up of a user name and a domain name.  The user name identifies the individual client and the domain name identifies the domain, organisation or ISP which runs the email service for the client.


	2

	8.
	Computer networks can cause individual isolation because people are able to work from home and so do not need to go out to meet people as they go to work.  Also many people will use networks such as the Internet for entertainment and as this tends to be a very solitary  activity they will become less and less inclined to go out.


	2

	9.a.
	Over recent years the cost of hardware relating to computer networks has dropped.  This is a continued stimulus to development and allows more and more people to be able to afford it


	1

	b.
	Peripherals such as colour laser printers and digital photocopiers are very expensive so it makes sense to share these within a LAN.


	1

	c.
	Globalisation is meaning that many organisations are becoming more and more spread out.  Those with branches across the country and continue to ensure that every office is up to date.


	1
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Homework Solutions (5)
These are sample solutions which exemplify the sort of answer expected.  Other answers may be acceptable.  Do not use these solutions to replace your existing notes, rather use them to ensure you understand what is expected for particular questions when they appear in unit or course assessment.  

	1
	Five rules of network etiquette:

· Keep email short and to the point as this affects the speed of communication

· Don’t shout – writing in UPPER CASE letters is known as shouting and is seen as bad mannered.

· Don’t send the same message to a person more than once as this is seen as hassling someone.

· Don’t send the same message to a lot of people indiscriminately

· Do be careful what you write about other people.  Email is not private and can often be read by other people.


	5

	2.a.
	Sending email allows individuals to communicate quickly with other people anywhere in the world.


	1

	b.
	The WWW is huge source of information on a wide variety of subjects.  When researching a topic it is a very useful way of finding out something.


	1

	c.
	File transfer allows data or software to be transferred across the network.


	1

	d.
	Printer sharing allows expensive peripherals to be shared across a Local Area Network.


	1

	3.a.
	A Local Area Network can be used for

· Internal communications

· Sharing expensive peripherals

· File sharing

· etc

Any one


	1

	b.
	Applications of an Intranet:

· Internal communications

· Company wide access to company information

· etc

Any one


	1

	c.
	Applications of a Wide Area Network:

· Electronic mail

· Sharing company databases

· etc

Any one


	1

	d.
	Applications of the Internet:

· Sharing information

· Email

· File transfer

· News groups

· Etc

Any one


	1

	4.
	Computer networks can be said to invade personal privacy because large amounts of personal information are stored on computer databases and unless security issues are addressed effectively it is very easy to access that information.  There are many companies who will sell personal information to others and this will spread these details farther and farther.


	2

	5.a.
	The adoption of Internet technology has resulted in the huge explosion of email use by individuals that we have seen in recent years.


	1

	b.
	International standards make it possible to share data created one system with others on different systems.  International standards are also important for allowing LANs to be interconnected.


	1

	c.
	Communications Strategies have been developed to allow organisations to plan their implementation of standards and policies.


	1

	6.
	The school network is based on a star topology (this will vary from school to school)


	2

	7.
	This questions is specific to the particular school.  It is important that you are able to describe a network in terms of its hardware, software, communications, functionality and security.


	5
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