Computer Networking Questions from Old Higher Syllabus


	Higher Exercises



	1
	Define each of these network terms:
 Link

 Node

 Protocol



	2
	What are the main functions of a network interface?


	3
	What types of network interfaces are available?


	4
	What is a server?


	5
	Name three types of servers and describe their main functions


	6
	Give 2 examples of media used in linking nodes on a network and describe their characteristics


	7
	What is a Protocol?



	8
	What is meant by the term ‘Handshaking’?


	9
	Give 2 examples of protocols used on networks and describe the purpose of the protocol.


	10
	Describe a typical LAN



	11
	Describe a typical MAN



	12
	Describe a typical WAN



	13
	Name and describe three differences between a LAN and a WAN



	14
	List the advantages of installing a network



	15
	List the disadvantages of installing a network



	16
	What is the difference between a logical and physical topology?



	17
	What is an internetwork?



	18
	Describe a key characteristic of all types of networks


	19
	What is circuit switching?



	20
	Describe when a private line and a leased line would be used.



	21
	List the advantages and disadvantages of circuit switching.



	22
	Name two alternative methods of switching and describe each in detail.



	23
	What is ‘Netiquette?



	24
	Give some examples of netiquette. 


	25
	Describe two of the functions of TCP/IP protocol



	26
	Describe MAC addressing which is used in a LAN.



	27
	Describe IP addressing which is used in an internetwork.



	28
	Describe how the Ethernet access method CSMA/CD works



	29
	Token Ring is commonly used in a LAN. Name and describe the topology  and cabling typically used in a Token Ring network.



	30
	Ethernet is commonly used in a LAN. Name and describe the topology  and cabling typically used in a Ethernet network.



	31
	Name and describe two protocols and topologies used in a local area internetwork. Your answer should make reference to the speed of transfer and cabling type.



	32
	What is a firewall and how does it work?



	33
	List the protection and security that a firewall can and cannot provide?



	34
	What is a walled garden?



	35
	Name and describe two hardware components in a LAN.



	36
	Describe the typical characteristics of a file server.


	37
	Describe the difference in function between a repeater and a bridge.


	38
	Describe the difference in function between a router and a gateway.


	39
	What are concentrators and hubs?


	40
	Describe the device and the function it performs for each of these interconnectors:
Bridge

Router

Gateway



	41
	What additional features are provided by a network operating system that are not provided by a stand alone operating system?


	42
	Describe the hardware required for a peer to peer network.


	43
	Describe the hardware required for a client/server network.


	44
	Describe how a client/server network is backed up.



	45
	Describe how a peer to peer network is backed up.


	46
	Which type of network peer to peer or client/server is more secure and why?



	47
	Describe what effect a station not working has on a peer to peer and a client/server network.


	48
	Name and describe three network applications available on a WAN.



	49
	Describe the tasks performed by dialup software.


	50
	What do the following abbreviations stand for and explain them in detail:

              FTP
 SMTP
POP
       MIME



	51
	Describe the standard format for an e-mail address.



	52
	What are the four fundamental components of the Web?



	53
	What does HTTP stand for and why is it required?



	54
	What is a URL?



	55
	What is the format of a URL?



	56
	What is a search engine and what would it be used for?



	57
	What are newsgroups and how do they operate?



	58
	Who is responsible for standard protocols on the internet?



	59
	What are standard protocols relating to:

File Transfer        Email       web browsing      Newsgroups      Remote login 



	60
	What is encryption and decryption, give a detailed answer.



	61
	Describe other form of network security.


	62
	Why are standards required for data transfer?



	63
	Show how the layers of the OSI model link up with the layers of TCP/IP


	64
	Describe the tasks performed by each layer of the OSI model.


	65
	Define at which layer on the OSI model the following devices work:

repeater       
bridge      
 router


	66
	List and describe the economic and technical factors that have led to the development of networks.


	67
	List and explain the social, ethical and legal implications of using networks.


	68
	Describe the benefits of using networks.


	69
	Describe a use or application for each of the following types of networks:

        LAN

Intranet
  WAN

Internet



	70
	Outline the laws associated with each of the following Acts:
Data Protection Act

Computer Misuse Act

Copyright Act
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