Higher Computing Studies

Computer Networking

Questions on Outcome 2

1. State the characteristics of a local area network.

2. State the characteristics of a wide area network.

3. Describe the function of 2 types of server on a LAN.

4. Describe the characteristics of a typical LAN workstation.

5. Explain how a network operating system differs from the operating system in a stand-alone computer system.

6. List four network applications available on a WAN.  Describe the function of two of these applications.

7. Firewalls, encryption and secure logon are all security features.  Describe these features including an example of appropriate use.

8. Copy and use this table to illustrate the difference between the two modes of network operation.

	Feature
	Peer-to-peer
	Client-server

	Hardware
	
	

	Effect of station failure
	
	

	Security
	
	

	Management
	
	


9. Four hardware devices are bridge, gateway, repeater and router.  Describe the function of each of these devices and state whether or not it is a component of an internetwork.  

10. Addressing is a fundamental concept in computing.  Three examples of addressing are MAC addresses, email addresses and URLs.  For each type of address explain what it addresses and how the addressing system functions.

11. Describe how a dial-up connection to the Internet differs from LAN access to the Internet.  Your answer should refer to the hardware, software and any configuration issues.

12. Explain the need for standards in computer networks.

13. The 7-layer OSI model is an example of a standard.

(a)
What was the main objective of defining the OSI model?

(b)
What does ‘7-layer’ mean in this context?

(c)
Name and describe the layers.

14. What is a protocol?

15. Name four protocols and state the network application they relate to.

16. Ethernet operates using CSMA/CD.  What does CSMA/CD stand for?  With reference to CSMA/CD, describe the problem that switched hubs are designed to overcome.

Answers to questions on Outcome 2

The following identifies the concepts that should be addressed in each answer.

1. Covers small area, fast communication, cable belongs to organisation owning LAN, low error rate.

2. Covers large geographic area, slower communication than LAN, cables owned by telecom companies, higher error rate compared to LAN.

3. See table on page 5 of these additional notes.

4. Ranging from dumb terminal with NIC to workstation having own processor and hard disk. 

5. A network operating system provides printer sharing, common file system and database sharing, application sharing, the facility to manage a network name directory, security and other housekeeping aspects of a network.

6. File transfer - it transfers files to and from remote nodes across a network. 


email - allows a person to compose a message and send it to another person usually on a remote system.


web browsing – allows you to obtain documents from a remote server and display them.


newsgroups - allows you to participate in an electronic discussion.


remote login - make use of a remote computer system (host) via communication links.

7. Firewall- A firewall is a suite of programs, located on a network gateway computer.  It protects the resources of a private network from users on other networks (‘walled garden’ Internet access).



Encryption – usually refers to the encryption, transmission and decryption of data. Encryption is the conversion of data into a form that cannot be easily understood by unauthorised people.  Decryption is the process of converting encrypted data back into its original form, so it can be understood (financial transactions on the Internet).



Secure logon – protects LANs from unauthorised access by requiring the use of passwords.

	Feature
	Peer-to-peer
	Client-server

	Hardware
	Stations, printers, CD drives
	Stations, file servers, print servers, printers

	Effect of station failure
	Fatal if currently sharing its resources
	None for station

	Security
	Low level, password access to resources
	Secure, domain controller, access rights, accounting

	Management
	Each user maintains own station
	Network manager/administrator


8. Bridge – segments a network to reduce congestion -same protocol (not internetwork).


Gateway – connects together two networks which can be using different protocols. (internetwork).


Repeater – extends the length of a network by copying all data between segments (not internetwork).


Router – routes packets between networks (internetwork).

9. MAC address – identifies a machine on a LAN, hard coded into NIC, unique. 


Email address – identifies a user on a domain, user@ThisDomain.


URL – identifies a file on a web server to be accessed by a stated protocol, protocol://server/path.

10. Dial-up – modem, access to phone line, serial line communication software, configuration (baud rate, start/stop/parity bits, handshaking).


LAN – NIC in station to connect to LAN, router/proxy server, ISDN/leased line connection to Internet.

11. The need for standards in computer internetworks arises from the fact that the networks which are connected together to form the internetwork can be made up of a wide variety of hardware platforms running a variety of software applications.

12. (a)
to allow networking hardware and software produced by different manufacturers to interconnect


(b)
See Information Sheet 7


(c)
See Information Sheet 7

13. A protocol is a set of rules that govern the way data is transmitted between nodes.
14. FTP - File Transfer Protocol – file transfer
SMTP - Simple Mail Transfer Protocol – email
HTTP - HyperText Transfer Protocol – web browsing
NNTP - Network News Transfer Protocol – newsgroups
TELNET - remote login

15. CSMA – carrier sense, multiple access CD – collision detection
Ethernet broadcasts on a bus.  This can cause many collisions on large networks.  Switched hubs divide the network into collision domains thus reducing the number of collisions.

